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Phases of |IoT Development

Monolithic 10T applications

Example: Industrial
monitoring & control
applications running on
private networks

Challenges: ietocol
Interoperability,data
confidentiality

oT (cloud) platforms(2011-

v

Applications interact
with (mostly) passive
loT devices as network
services by means of
some cloud middleware

today)

Introduction of aevice
discoveryandplug-and
playconcerns, acess
control, user privacy
etc.

SingleVendor
Interoperability >
Concerns

Smart Objects (Emergin
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Objects with semi
autonomous behavior
Interacting with the
cloud infrastructure and
passive objects

Challenges: Distribution
of application logic,
security mechanisms
etc.

Expanded use of robots
cyberphysical systems
etc.
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Stateof-the-art; [0T& Cloud Convergence

AConvergence dbTandCloud Computing
AAllow IoT applications to leverage the benefits of the Cloud

AChallenge
AConflicting properties of IoT (e.g., WSN) and Cloud

loT/Sensors Cloud Computing

Performance Capacity wLocation specific wLocation

wResource independent

constrained wWealth of
0T in the wBxpensive inexpensive

Cloud (development/ resources

deployment cost) wRapid elasticity
wCenerally inflexible wFlexibility
Elasticity Utility-Driven (resource access

and availability
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SourceModels for 10T/Cloud Delivery Sensinegps-a-Service
Production of
] Solution large volumes Application
Heterogenei : .
SR deployment  of highvelocity = development -
data I E E S . S E E . OpenloT User (Citizen, Corporate)
& z c
CpenloT WebZ D/ ﬁ =
7 N s ~ Web 3.0 interface n =<
Most widesprea Step 1: Step 3
A P . S
Adapt existing : | | Cloud of sensors nowadays (Publi Built over PaaS SomsngavasSeico | Sohiee roronng <
Abstraction Cloud models BigData Integrated and actuators loT Clouds) Request <3
(e.g., laas, techniques in Cloud S =
S SaasS, PaaS) the Cloud environments \ J - J Y | & %
loT OpenlaT Database =
( ) ( N N Gloud Infrastructure (Middleware)
Busin Model: ifi
lIJDS ess Mode Access to data, Specific — 7 Step 2
1 ata/SenSOI‘ h d appI|Cat|0n OpenloT OpenlaT (Cloud Formulation CpenloT
provider not to hardware domains Middleware Middieware z
o
\ J \ J J f- '!‘.;
a3
s ) (" ) ) g
E o Vit Take into : : Access control ta Tools & facilities Typical utl_Ilty
ST 7 account Streaming Services — resources for app based business FE— —
WSN peculiarity of middleware mashups development models
loT resources L ) L ) ) Infrastructure Provider(s) {e.g., Smart City}
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loT & Cloud Computing Platforms: Examples

Device Connectivity Data Processing, Analytics and Management Presentation & Business Connectivity

IP capable
devices

loT Client

>

Personal
maobile
devices

App Backend Solution UX

(e Y
Existing loT

devices

OBJECT DIRECTORY DATA SERVICES BUSINESS SERVICES \ i :

Searchable directory of Time-Series Archiving Device provisioning, —
objects and permissions activation and management Low power

devices

— Data Path

Coens SOUPCE! Microsoft Azure 10T Reference
Architecture (www.microsoft.com)

Business

. systems
Storage Ve

MESSAGE BUS Real-time message management and routing

Xively™ APl  REST, Sockets, MQTT

a A N A FL' P .
. : . : } ’ | Amazon DynamoDB ‘
ROLLIEIILERATLS . e iaeiecanana. . H A i M, » - l_'l'hmg . - Rules P N | - p—— ‘
: : . . | Broker Engine | %
v v v v Thing SDK - “T;T;Iow < . | AWS Lambda ‘
= : | Amazon 53 ‘
F R >
- ﬁ‘-‘ I : Security:nd Identity ‘ | | Amazon SNS ‘
Xively™ Customer Backend Applications Connected l‘--"I“T' < > l : e ‘
Applications Services Objects [
"7 Amazon AWS loT

Device Management

Console

Xively.com



WATIO,
BAERIES

L =% AIT

i ©2  CENTER

3 § 8§ OFEXCELLENCE
45 # o  FORRESEARCH
® <> g ANDEDUCATION

€ ror res®
® 2002 ®

u ]
loTPlatforms Interoperabllity
Process Integration, Integrated Security, Enhanced Intelligence, City Operations ] " ] ]
Optimization

ssgsa | Semantic Standards for sensors

provide a uniform wayf representing .

and reasoning over heterogeneous =il __
data streams -

Fragmented ICOs Access, Fragmented Intelligence, Fragmented Security, Limited
Data Sharing, Limited Integration
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OpenloT (openiot.ePpen source semaft
interop g e

A Open Source IoT project enabling

A Sensingasa-Service & dynamic formulation
and deployment of IoT services

A Semantic unification & interoperability across
loT data streams

A Available at _
https://github.com/OpenlotOrg/openiot

A All streams are annotated based on the W3C e
Semantic Sensor Networks (ontology) O

L
o
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H2020 FIESTA: Testbeds Interoperabil

www.fiestalot.eu

Testbed &
Resource
Registration g |
alidator
T3.3
Testbed Resource Meta-Cloud
Registration Registry Data Data Storage @ Message Bus
Data Storage ) | Storage (T3.1) (T3.1) Dispatcher (T3.2)
—
TPI o
Configuration |
& Management
" J
'S ~
Get Last Observati
Te"t!’e" EG: ;h“:;:,::ns ( Push Last Observations )
Provider Fush Single Observation JAL51op Push of Cbservations )
Services -
( Data S itic Annotation (based on model matching) (T3.1) By Testbed Provider ) m
( — j ( SPARQL) ( NGsI ] [ JsoN j ( VE j [ OCCI] (Relnﬁonul] (loTServices) r..
Endpol Endpol o Endpol Endpol DB Endpol Endpol &
Data 9]
‘ Sensors ='| Repository | .E. Q
o 4

FIESTA Open Calls: http://fiesta

lot.eu/index.php/opencall/

FIESTAoT Platform

Experimenter
Experiment .
Definition Experiment
(FEDSpéec Configuration

o

Experimen
execution

Semantic
Triplestore

* 1

A

\ 4

A

.

( Semantic& Syntactic
Validator

Testbed& Configuration&:
Resource Management -
Registration W | Push observations

L

Testbed
administrator

Testbed

Get observations

TPS

S Annotator

iot-registry API direct interaction

Access to data through resour¢asT Service endpoints

Testbed

loT Service
A

Endpoint

S
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Edge (fog) Computin

aste of Bandwidth
Network latency

Insufficient use of
resources

Limited flexibility in
privacy protection

Computing
=

Limitations of Clouc

Edge Computin

V-

Move |oT data
processing and

actuation to the edge

of the network

Introduce a layer of
gateways (Edge
Nodes) between the
Cloud and the loT
devices

Centralized Cloud
Deployment

1oT Middleware #1 IoT Middleware #2

it o

Edge Node Type

o

Depend on the scale
and the nature of the
deployment

Embedded
controllers or loT
devices with
processing capability

Computers

Clusters or small
scale data centers

Benefits

@N\ATIOIV
', 7
Gy

Cogl AIT
$ 2 CENTER
H i & OFEXCELLENCE
% ¢ : FOR RESEARCH
“a ¥V o @ AND EDUCATION

@ Menrun
® 2002 ®

. p{\'HENs

Perceptum ex Optimus

Reduced latency for
reaktime applications

Efficient use of
bandwidth and
storage resources

Improved scalability

Reduction in costs
and energy
consumption

Better privacy control
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loT Reference Architectures are Etlgsed™

OpenFogReference Architecture (February Industrial Internet Consortium Reference Architecture
2017) (July 2015)



